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Abstract. One of the elements of building a competitive advantage is the
development of innovations. With this objective in mind, market
players cooperate with other businesses, but also with entities in the
science sector, including research institutes and universities. One of
the instruments used for this purpose is a consortium agreement,
Such cooperation requires defining, first of all, issues related to
intellectual property rights. Since personal data may be processed as
part of such agreements, it is important to bring these processes in
line with legal requirements under data protection laws, particularly
the GDPR. The article analyzes first of all what personal data
processing processes may be applicable in cooperation between
science and business in the field of innovation, what roles in terms of
personal data protection are played by the various entities and what
obligations they entail, what special obligations in terms of personal
data protection arise from the establishment of international
consortia, including with entities from countries outside the
European Economic Area, and are the rules that govern the
responsibility of these entities for the fulfillment of their obligations
under personal data protection regulations. Alignment of the
collaborations carried out by consortium members with applicable
legal requirements not only safeguards them legally, but also affects
the economic and commercialization potential of the results
generated in the course of such collaboration. These entities are thus
seen as socially responsible, which fosters trust among science and
business partners, public bodies, as well as customers benefiting from
the innovations created.
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INTRODUCTION

One of the elements of building a competitive advantage in the market is the development of innovations. With
this objective in mind, market players cooperate with other businesses, but also with entities in the science sector,
including research institutes and universities. This makes it possible to utilize the research infrastructure, but also
the human resources that these entities have. One of the legal instruments that may be used in this regard is a
consortium agreement. Within the framework of the cooperation thus established, it is possible to apply for funding
for specific research and development objectives, including from European funds, and to implement innovation
projects jointly. Increasingly, international consortia are also being formed in this area.

The purpose of this paper is to determine what obligations under data protection laws are associated with the
establishment of such cooperation by market players, especially in the framework of cooperation within a scientific
and industrial consortium.

The paper aims to answer the following questions: 1) Whether and to what extent can personal data be
processed as part of ongoing collaborations to develop innovations? 2) In terms of data protection, what are the
roles of the various entities collaborating under research and industry consortium agreements, and what
responsibilities do they entail? 3) What special obligations in terms of data protection are associated with the
establishment of international consortia, including with entities from countries outside the European Union? 4)
How are the responsibilities distributed among the various entities participating in scientific and industrial consortia
in the context of obligations under data protection laws?

The research hypothesis of the paper is the assumption that in innovation development processes cooperation
may be established between entities from the science and business sectors, including under consortium agreements,
which may involve the processing of personal data and the requirement for these entities to meet their obligations
under data protection regulations taking into account the unique characteristics of these processes.

In order to verify this hypothesis, I will use the dogmatic-legal method to analyze the existing legislation, in
particular the provisions of the GDPR and acts of a non-binding nature related to cooperation in the field of
innovation among entities from the science and business sectors, in particular under scientific and industrial
consortium agreements, as well as the legal provisions on data protection that may apply in these cases. In addition,
the jurisprudence in the field of data protection and decisions of supervisory authorities will be analyzed to allow
the identification the roles in personal data processing and the principles of liability for violation of the rights and
freedoms of data subjects in the development of innovations. By analyzing documents, guidelines, and opinions
issued by entities dealing with data protection, it will be possible to identify good practices and guidelines that can
help entities in the science and business sectors ensure legal security and proper fulfillment of their obligations under

data protection laws.

1. WHAT PERSONAL DATA PROCESSING CAN OCCUR IN THE COOPERATION OF
SCIENCE AND BUSINESS IN INNOVATION PROCESSES

The development of innovation is one of the basic aspirations of modern society - innovation helps companies
operating in the market and societies develop thanks to the ability to solve major social problems; it also helps
individual states succeed, in particular through economic growth and the importance of the states in the international
arena. The authorities of the European Union implement the EU’s research and technological development policy,
which is regulated in Articles 179-189 of the Treaty on the Functioning of the European Union. Currently, the main
program implemented in this area is Horizon Europe as part of the new European Research Area. The program is
designed to strengthen the importance of research and innovation in supporting and implementing EU policies
while addressing global challenges.

Periodic surveys are conducted in Europe on the development of innovation in individual countries. The latest
European Innovation Ranking 2024 shows that most EU member states have increased their innovation
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performance since 2017, with Denmark, Sweden, Finland, and the Netherlands in the leading positions. However,
the most innovative country in Europe is Switzerland (European Innovation Scoreboard, 2024).

Innovation should be understood “a new or improved product or process (or combination thereof) that differs
significantly from the unit's previous products ot processes and that has been made available to potential usets
(product) or brought into use by the unit (process)” (Guidelines for Collecting, Reporting and Using Data on
Innovation).

One of the basic instruments used in the cooperation between science and business in innovation may be a
consortium agreement. They allow a consortium to jointly pursue a specific goal (Guarda, 2015, p. 165), specifically
research, using the capabilities and technical, organizational, capital, and human resources of the individual
consortium members.

Such cooperation makes it possible to implement projects that these entities might not be able to implement
on their own. This is particularly important for entities in the science sector, as it is part of the so-called university’s
third mission, which is to cooperate with the socio-economic environment and develop innovations (see more:
Taieb, 2024, p. 147-167; Lavikka at al., 2020, p. 569-586). On the other hand, entities in the business sector can
benefit from the professional human resources and research and development infrastructure of scientific
institutions. By joining forces, they can obtain more funding to support research and innovation, including from EU
programs and funds, by being able to apply for the performance of larger projects.

In consortium agreements, it is fundamental to determine issues relating to intellectual property rights,
including the division of rights to intellectual property assets created as a result of the performance of agreement,
or licenses to use such rights. It is also important, however, to regulate the principles and scope of the processing
of personal data that will be processed as part of such cooperation. Data protection regulations impose certain
obligations on data processors. In the case of scientific and industrial consortia, there may be specific processes
involved in personal data processing, as well as an impact of other legal obligations imposed on data processors,
which affects the roles in which they act in terms of data protection regulations. Conducting innovative processes
and carrying out projects and research can also involve greater risks to data protection. Therefore, these entities
should pay special attention to the correct design and conduct of the processes under the contracts being carried
out, bearing in mind the protection of personal data, because it may be difficult to correctly define the scope of their
obligations.

Within the framework of various programs focused on cooperation between the science and business sectors,
one can find model consortium agreements that may also include provisions on personal data protection. For
example, the Horizon Europe Regulation includes "DESCA - Model Consortium Agreement for Horizon Europe",
which provides an example of a consortium agreement and the issues to be addressed in it (DESCA - Model
Consortium Agreement for Horizon Europe). In this document, a proposal is made for the regulation of specific
data protection responsibilities in the consortium agreement: “where necessary, the Parties shall cooperate in order
to enable one another to fulfil legal obligations arising under applicable data protection laws (the Regulation (EU)
2016/679 of the European Patliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data and relevant national data
protection law applicable to said Party) within the scope of the performance and administration of the Project and
Consortium Agreement. In particular, the Parties shall, where necessary, conclude a separate data processing, data
sharing and/or joint controller agreement before any data processing or data sharing takes place” (DESCA — Model
Consortium Agreement for Horizon Europe, p. 16).

The definition of the various roles in personal data processing in scientific and industrial consortia depends on
the scope of the cooperation and the extent to which it is carried out, as well as on the activities undertaken by the
various entities. As a result, it is difficult to clearly define in advance the data protection issues under the model
contracts used for the consortia being formed. It is necessary to determine these issues on a case-by-case basis.
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In order to assume that personal data processing will be conducted under a consortium agreement, it is
necessary to determine whether the data and information that will be used in the innovation creation and
development processes will constitute personal data.

In this regard, reference should be made to the legal definition of personal data contained in the wording of
Article 4(1) of the GDPR. Personal data means any information relating to an identified or identifiable natural
person. An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

The definition of personal data processing, on the other hand, is provided in the wording of Article 4 (2) of
the GDPR, which states that the term means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, restriction, erasure or destruction.

As part of cooperation between science and business in the field of innovation, processing of personal data is
carried out most often. This may primarily be the case if the product, service, or system to be developed as part of
the cooperation is to be used to process personal data. This may involve software, equipment such as medical devices
that record images during an examination or data on a patient’s health status, or a service the performance of which
requires the acquisition and processing of personal data, such as data contained in databases. This may also apply to
situations where, although the innovation process does not require the use of personal data, it is necessary to conduct
market research and analysis or obtain consumer information to assess the commercialization potential, and to
conduct activities during the innovation implementation stage. This may also involve the use of artificial intelligence
systems, or their creation, as part of the research conducted. In such a situation, it is necessary to determine whether
personal data will be used to produce the results generated by the artificial intelligence system. In this regard, it is
worth noting the special obligations related to the use of artificial intelligence systems introduced under the so-called
Al Act, which is expected to go into effect in 2026. While it is clear from the provisions of this piece of legislation
that data protection issues involving the use of artificial intelligence systems are governed by data protection laws,
in particular the GDPR, and the Al Act do not regulate these issues, these two pieces of legislation may overlap in
practice. Recital 10 of the Al Act indicates that it is not intended to affect the application of existing European
Union law governing the processing of personal data, including the tasks and powers of independent supervisory
authorities competent to monitor compliance with these instruments. To the extent that the design, development,
or use of Al systems involves the processing of personal data, the Al Act also does not affect the obligations under
Union or national law in the area of personal data protection incumbent on suppliers and users of Al systems who
act as data controllers or processors. It should also be clarified that data subjects retain all rights and guarantees
granted to them under such European Union law, including those related to fully automated decision-making in
individual cases, including profiling. The harmonized provisions established by the AI Act that concern the
marketing, commissioning, and use of Al systems should facilitate the effective implementation and enable the
exercise by data subjects of the rights and other remedies guaranteed under European Union law on the protection
of personal data and other fundamental rights. Adapting artificial intelligence systems to comply with the obligations
set forth in the GDPR poses a particular challenge for those creating and using such systems (The impact of the
General Data Protection Regulation (GDPR) on artificial intelligence, 2020).

In addition, the data of persons performing contracts on behalf of individual consortium members will be
increasingly processed, and reporting obligations that will involve the transfer of personal data will be fulfilled.

At the same time, it is worth noting that the scope and nature of the non-disclosure agreements concluded
most often in the framework of cooperation between science and business to protect trade secrets are different than
those of personal data protection regulations. Protection of confidential information and trade secrets can be
broader than protection of personal data. This is because not all confidential information must constitute personal
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data. On the other hand, if confidential information is personal data, it may be subject to dual protection: contractual
protection under a confidentiality agreement and statutory protection under regulations on the protection of trade
secrets (Directive (EU) 2016/943 of the European Patliament and of the Council of 8 June 2016 on the protection
of undisclosed know-how and business information (trade secrets) against their unlawful acquisition, use and
disclosure), as well as under personal data protection regulations. Importantly, in order for information to be
confidential, the disclosing entity must properly mark it as confidential information or a trade secret. In contrast, in
the case of personal data, no action is necessary for it to constitute personal data and be subject to the legal protection
under the provisions of the GDPR. Therefore, for personal data, it is essential to regulate its processing and transfer.
The regulation of the transmission of confidential information that constitutes a trade secret is not sufficient in this

regard.

2. WHO IS WHO IN THE SCIENCE-INDUSTRY CONSORTIUM AGREEMENT IN
TERMS OF DATA PROTECTION REGULATIONS

One must bear in mind that a consortium is only an agreement, not a separate legal entity. Consequently, legal
personality is vested in the individual members of a consortium, not to the consortium itself. This is important for
the issues arising from data protection. Indeed, a consortium is not a separate controller of personal data processed
in connection with the performance of the consortium’s tasks. The data controller may be one of the consortium
members or all consortium members, jointly or independently of each other, may be data controllers.

One of the basic issues that are important in the context of starting and establishing cooperation within science-
industry consortia is the determination of the roles of individual consortium members in terms of the application of
data protection regulations. The obligations of an entity depend on the role it plays. It is important to determine the
actual roles played by the various entities in the processing of personal data. This can sometimes be difficult due to
the innovative nature of the project. At the time of conclusion of the agreement, it may not yet be known how the
research aimed to create a particular intellectual work will actually proceed and what the final result will be. Entities
starting cooperation should discuss in depth the assumptions, goals, and objectives they intend to achieve as eatly
as the time of negotiation and conclusion of the agreement. They must also take into account data protection
legislation and the obligations arising from them.

In this regard, the following options can be considered regarding the processing of personal data by consortium
members: personal data control or joint personal data control.

2.1. Personal data control

It is necessary to decide which entity will define the purposes and means of personal data processing, and thus
will be the data controller. At the same time, the data controller can be cither a natural or legal person, a public
authority, an organizational unit, or any other entity that makes decisions in the relevant area. The purposes and
means of data processing may also be specified in European Union law or the law of a Member State, in which case
the EU law or the law of that Member State may designate a data controller, or may indicate specific criteria for its
designation (Article 4 (7) of the GDPR). Such a situation applies primarily to the processing of personal data by
public sector entities performing tasks specified by law that involve the processing of personal data.

When determining which entity is to be the data controller, it is necessary to answer the questions of why and
how personal data will be processed. It is the data controller who should decide on the purpose of personal data
processing (Hintze, 2018, p. 2). This purpose may be due to the actual influence of that entity in deciding the
purposes of data processing, ot it may be due to the legal obligations imposed on that entity (Guidelines 07/2020
on the concepts of controller and processor in the GDPR, p. 12). In the context of cooperation between science
and business entities in which they enter into consortium agreements, apply for funding, and perform projects using
public money, including from EU funds, the purpose of the agreement and the project may be important, which
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may also be an activity catrried out in the public interest. Certain reporting obligations may be imposed on these
entities, which will also involve the requirement to process certain personal data.

The determination of the means of data processing means that it is up to the entity concerned to decide through
which channels, with which systems, or in what form personal data will be processed to the extent necessary to
achieve the intended purposes.

When only one member of a consortium decides on the purposes and means of data processing, that entity
will become the data controller. This may include situations in which consortium members are responsible for
carrying out the various stages of innovation creation and implementation, e.g. an entity from the science sector is
tully responsible for the creation of an innovative product and an entity from the business sector is responsible for
placing the finished product on the market.

On the other hand, if even these stages are independent of each other, but each involves the processing of the
same personal data, there are independent controllers that transfer personal data to each other. In such a situation,
personal data will be shared. Consequently, it will be necessary to verify whether there is a legal basis for sharing
personal data between these entities. Only then will the sharing be legal due to the fact that sharing is one of the
operations performed on personal data. On the other hand, personal data processing is only possible if there is a
specific legal basis for it according to the GDPR, i.e. one indicated in Article 6 (1) of the GDPR in the case of so-
called ordinary data or in Article 9 (2) of the GDPR in the case of so-called special categories of data (special
categories of personal data are data indicating racial or ethnic origin, political views, religious or philosophical beliefs,
trade union membership, genetic data, biometric data that can be used to uniquely identify a natural person, and
data concerning that person’s health, sexuality, or sexual orientation). In practice, data sharing agreements are often
concluded between individual data controllers. In such an agreement, it is worth regulating whose and what personal
data will be shared, for what purposes and how (e.g., through what communication channels), and on what legal
basis. It is also possible to point out the obligations of the data controllers in this regard, in particular the obligation
to cooperate with each other and to inform each other of all relevant issues related to the processing of such
personal. It is therefore reasonable that either the consortium agreement itself or a separate agreement should
regulate the principles of mutual sharing of personal data for purposes related to the performance of a joint research

and development project under the consortium agreement entered into by the parties.

2.2. Joint personal data control

If consortium members jointly decide on the purposes and means of data processing, they are joint data
controllers. This involves joint data control where more than one entity both determines the purposes and means
of personal data processing for specific processing operations and has decisive influence in this regard (Judgment
of the CJEU of July 29, 2019 in the case C-40/17, Fashion ID GmbH & Co.KG v. Verbraucherzentrale NRW eV’

P79 At the same time, however, it should be pointed out that the mere use of the same tools, system, or
infrastructure does not always entail the emergence of joint data control. This is because if this data processing is
conducted in a disconnected and independent manner, then joint data control is not in place (Guidelines 07,/2020
on the concepts of controller and processor in the GDPR, p. 24). Only a joint determination of the means and, at
the same time, the purposes of data processing will result in joint data processing.

This can be important wherever consortium members jointly decide to pursue some purpose of data processing
in a specific way, such as conducting market research to assess the commercialization potential of the results of the
intellectual work produced by the collaboration using their chosen tool, or creating a joint design, device, or service
that involves the processing of personal data (Van Vell, 2022, p. 5). At the same time, it is not decisive which of the
joint data controllers is the owner or licensee of the particular system or platform used for data processing. Even if
the owner is one of the joint data controllers, but they have jointly agreed that the research project will be carried
out using this platform and the data entered and processed within the platform will serve a common research
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purpose, they will be joint data controllers to that extent (Guidelines 07/2020 on the concepts of controller and
processor in the GDPR, p. 25). At the same time, it should be pointed out that the adoption of joint data control
does not rule out the possibility that, with respect to certain processes and purposes of processing in relation to the
same personal data, the joint controllers will be independent controllers when they perform operations on the data
for their own purposes and in the manner they determine.

If a joint data control relationship arises between members of a science-industry consortium, it is necessary for
the joint data controllers to make joint arrangements, usually in the form of joint data control agreements (art. 26(1)
GDPR).

Such agreements should define the relevant scopes of the responsibility of consortium members regarding the
fulfillment of their obligations under data protection regulations. This may include who is responsible for enabling
the data subjects whose data is processes as part of the joint data control to exercise their rights, in particular with
regard to providing information on the processing of personal data under Articles 13 and 14 of the GDPR,
maintaining records related to the processing of data as part of the joint data control, and reporting any personal
data security breaches that may occur in the processing of data as part of the joint data control. However, one must
bear in mind that the arrangements are to propetly reflect the respective responsibilities of the joint data controllers
and the relationship between them and the data subjects (Colcell, 2019, p. 1037). Consequently, it is necessary to
determine as eatly as the conclusion of the consortium agreement what data will be processed, in what way, for what
purposes, on what terms, and who and to what extent will fulfill the various obligations under the data protection
regulations on behalf of the joint data controllers. The arrangements may also indicate a point of contact for the
data subjects. It may be helpful to allow these persons to submit their demands to the entity that is responsible under
the arrangements. Importantly, however, according to the wording of Article 26 (3) of the GDPR, the data subject
may exercise his or her rights under the provisions of the GDPR against any of the controllers. It is pointed out that
joint controllers have a certain degree of flexibility in dividing among themselves their responsibilities under data
protection regulations. However, they must ensure compliance with those regulations. In making this division, it is
worth considering first of all who is competent to perform certain duties and who is really able to perform them
effectively (Guidelines 07/2020 on the concepts of controller and processor in the GDPR, p. 25).

The GDPR regulations do not stipulate the form in which joint arrangements should be made. Consequently,
they can be made in any form. For accountability purposes, it is a good idea to make them in writing. In addition,
the essential content of the arrangements should be made available to the data subjects whose data will be processed
as part of joint data control so that they can have a basic understanding of the terms and extent of the processing
of their data, and the entity to which they may submit any claims and demands related to such processing. This
makes it necessary to provide these arrangements in a form in which these persons can familiarize themselves with
them and return to them at any time.

At the same time, it should be recognized that joint data control should be examined in terms of the actual
relations between the various entities within a consortium, and not on the basis of whether the legal obligations
imposed by the provisions of the GDPR on the joint data controllers have been fulfilled. The absence of joint
arrangements for the joint control of personal data should not rule out the assumption that in certain factual
citcumstances joint data control is actually in place (Judgment in Case C-683/21, NACIONALINIS
VISUOMENES SVEIKATOS CENTRAS PRIE SVEIKATOS APSAUGOS MINISTERIJOS v. VALSTYBINE
DUOMENU APSAUGOS INSPEKCIJA, p. 46).

The provisions of the GDPR impose certain obligations on personal data controllers and joint controllers. First
of all, with regard to compliance with the principles of personal data processing (Article 5 GDPR), realization of the
rights of data subjects (Articles 12-22 GDPR), ensuring adequate security of processed personal data (Articles 24
and 32 GDPR, Article 35 GDPR), designing personal data processing processes taking into account the provisions
in force in this regard (Article 25 GDPR), regulating the principles of access to personal data by other entities,
including so-called "processors" (Article 28-29 GDPR), maintaining adequate documentation on personal data
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protection (Article 24 and 32 GDPR, Article 30 GDPR, Article 30 GDPR, Article 35 GDPR), processors (Articles
28-29 GDPR), maintaining adequate documentation regarding the protection of personal data (Article 5(2) GDPR,
Article 24(2) GDPR, Article 30 GDPR, Article 33(5) GDPR), appointing a data protection officer in certain cases
(Article 37 GDPR), or complying with the rules related to the transfer of personal data to third countries or
international organizations (Articles 44-49 GDPR), which will be discussed below.

3. DATA FLOW BETWEEN CONSORTIUM MEMBERS IN INTERNATIONAL
CONSORTIUM AGREEMENTS

In connection with the development of international cooperation, especially in the field of innovation and
technology development, entities from different countries can enter into science-industrial consortium agreements.

As indicated in Recital 6 of the GDPR, rapid technological advances and globalization have brought new
challenges to the protection of personal data. The scale of personal data collection and exchange has increased
significantly. Technology enables both private companies and public authorities to use personal data in their
operations on an unprecedented scale. Individuals increasingly share their personal information publicly and globally.
Technology has transformed the economy and social life and should continue to facilitate the free flow of personal
data within the European Union and its transfer to third countries and international organizations, but at the same
time it should ensure a high level of personal data protection.

In such a situation, the determination of where these entities are based is of essential importance with regard
to the personal data. The provisions of the GDPR apply directly in the European Economic Area, which includes
the member states of the European Union, as well as Liechtenstein, Norway, and Iceland. Consequently, entities
operating there have an obligation to comply with its provisions, thus ensuring an adequate level of privacy
protection for the data subjects whose data they process. Accordingly, the transfer of personal data between those
entities is not specifically regulated besides the general obligations under the GDPR. On the other hand, if one of
the entities is based outside the EEA, the transfer of personal data is allowed only if the prerequisites of Art. 44-49
of the GDPR are met (See more: Phillips, 2018, p. 575-582).

This may be the case if any of the consortium members is based outside the EEA or if the consortium members
use the services of entities based outside the EEA for personal data processing (e.g., using cloud solutions to store
personal data, email services, or IT tools and systems for market research and analysis, surveys, etc.).

The general condition that must be met for data transfer to third countries to be permissible is that the transfer
of personal data that are being processed or are to be processed after the transfer to a third country may only take
place if the controller and the processor (i.e., the entity that processes personal data on behalf of and for the benefit
of the personal data controller) meet the conditions set forth in Art. 45-49 of the GDPR, including the conditions
for further transfer of data from a third country or by an international organization to another third country or
another international organization. This regulation is intended to ensure that the degree of protection for individuals
guaranteed by the provisions of the GDPR (Article 44 of the GDPR) is not compromised.

In principle, it is possible to transfer personal data to entities based in countries for which the European
Commission determines by decision that the third country, territory, or specific sector within that country ensures
an adequate level of protection, taking into account the criteria indicated in Article 45(2) of the GDPR (A list of
decisions issued by the European Commission establishing an adequate level of data protection is published at:
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-
protection/adequacy-decisions_en). In the context of the use of technological tools and solutions, of particular
importance is the European Commission’s decision regarding the possibility of transferring personal data to entities
based in the United States (Juliussen et al., 2023, p. 229) - commercial organizations participating in the EU-US Data
Privacy Framework (Commission Implementing Decision EU 2023/1795 of 10 July 2023 pursuant to Regulation
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(EU) 2016/679 of the European Patliament and of the Council on the adequate level of protection of personal data
under the EU-US Data Privacy Framework).

In the absence of such a decision, the transfer of personal data is allowed only if adequate safeguards have been
put in place and if the rights of data subjects are enforced and effective legal remedies are provided. According to
Art. 46 (2) of the GDPR, adequate safeguards can be provided by: a legally binding and enforceable instrument
between public authorities or bodies; binding corporate rules (personal data protection policies applied by a
controller or processor who has an organizational unit in the territory of an EU member state, with a single or
multiple transfers of personal data to a controller or processor in one or more third countries within a group of
companies or a group of joint ventures, which have been approved by the competent supervisory authority);
standard data protection clauses adopted or approved by the European Commission in accordance with the
examination procedure referred to in Article 93 (2) of the GDPR (Commission Implementing Decision (EU)
2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant
to Regulation (EU) 2016/679 of the European Patliament and of the Council); an approved code of conduct
pursuant to Art. 40 of the GDPR; an approved certification mechanism pursuant to Art. 42 of the GDPR; or
other legal instruments allowed by the competent supervisory body in accordance with Art. 46 (3) of the GDPR.

On the other hand, in the absence of decisions establishing an adequate level of data protection or in the event
of a lack of adequate safeguards, the transfer of personal data to a third country may take place only if one of the
prerequisites set forth in Art. 49 of the GDPR is met. This can apply to both one-time and multiple transfers of
data, but it is important that these must be exceptions indicated in specific situations and must be interpreted

narrowly as an exception to the rule prohibiting transfers to such a third country.

4. RESPONSIBILITY OF CONSORTIUM MEMBERS FOR COMPLIANCE WITH DATA
PROTECTION REGULATIONS

The extent of the responsibility for compliance with data protection regulations is primarily depends on the
roles each entity plays in the processing of personal data. If one or each of the entities is a separate data controller,
they are independently liable to the supervisory authority for non-compliance with data protection regulations and
data subjects for violations of their rights and freedoms (see more: Detlev & Hickman, 2019).

The supervisory authority has certain powers, including remedial powers in relation to data controllers and
joint data controllers, as set forth in Article 58 of the GDPR. In this regard, special attention should be paid to
possibility of imposing administrative fines as specified in Article 83 of the GDPR. They may be imposed on a case-
by-case basis, in addition to or instead of the measures mentioned above.

Joint data controllers bear administrative liability for failing to comply with the obligations atising from joint
data control, as indicated in Article 26 of the GDPR (Fajgielski, 2022).

In terms of the liability to the data subject, the provisions of the GDPR also allow for asserting the right to
compensation by those who have suffered financial or non-financial damage as a result of a data controller’s violation
of these provisions. It is indicated that this is a special type of non-contractual liability for damages, the emergence
of which is subject to the following circumstances: the emergence of damage on the part of the data subject; the
violation of the provisions of the GDPR as a harmful event; the occurrence of fault in the violation of the provisions
of the GDPR; and the existence of a causal link between the damage and the violation (Zawadzka, 2018).

A harmful event is the processing of personal data in violation of the provisions of the GDPR (Article 82(2)
of the GDPR). At the same time, it is presumed that the personal data controller or joint personal data controller
acted culpably. This entity is not held liable if it proves that it is not at fault for the event that led to the damage
(Judgment of the CJEU of December 21, 2023 in the case ZQ v. MEDIZINISCHER DIENST DER
KRANKENVERSICHERUNG NORDRHEIN, KORPERSCHAFT DES OFFENTLICHEN RECHTS). This
right has a compensatory function and, as monetary compensation, should make it possible to fully compensate the
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damage suffered by the data subject (Judgment of the CJEU of June 20, 2024 in the case JU I SU v. SCALABLE
CAPITAL GMBH). However, only establishing a violation of the provisions of the GDPR by the data controller or
joint controllers is not in itself sufficient to justify the right to compensation. The data subject must prove the
occurrence of a damage caused by this violation, and the damage does not have to reach a certain degtree of severity
(Judgment of the CJEU of June 20, 2024 in the case AT I BT AGAINST PS GBR AND IN"- As pointed out in
case law, the mere fact that the data subject fears that some future misuse of his or her personal data or identity
theft will occur as a result of the breach is not tantamount to non-financial damage. This damage must be of a real
nature (Judgment of the CJEU of January 25, 2024 in the case BL v. MEDIAMARKTSATURN HAGEN-
ISERLOHN GMBH, ANCIENNEMENT SATURN ELECTRO-HANDELSGESELLSCHAFT MBH
HAGEN.

In the case of joint data controllers, the liability of the entities, as a rule, is joint and several. This is because,
according to the wording of Art. 82 (4-5) of the GDPR, if more than one controller is involved in the same
processing and the controllers are responsible for the damage caused by the processing, they are jointly and severally
liable for the entire damage, so as to ensure that the data subject is actually compensated. On the other hand, if one
of the controllers has paid compensation for the entire damage caused, it has the right to demand that the other
controllers who participated in the same processing reimburse the portion of the compensation corresponding to
the portion of the damage for which they are liable.

It should be emphasized that, as the CJEU pointed out in the judgment in the case C-210/16, the existence of
joint liability does not necessarily translate into equal liability for the various entities involved in the processing of
personal data. On the contrary, these entities may be involved at different stages of this processing and to different
degrees, so that the level of liability of each entity should be assessed taking into account all the relevant
circumstances of the case (Judgment of the CJEU of June 5, 2018 in the case C-210/16, UNABHANGIGES
LANDESZENTRUM FUR DATENSCHUTZ SCHLESWIG-HOLSTEIN v. WIRTSCHAFTSAKADEMIE
SCHLESWIG-HOLSTEIN GMBH).

CONCLUSION

The performance of scientific and industrial consortium agreements may involve the processing of personal
data, particulatly in the creation of products, systems, or services for processing such data, as well as in activities
relating to the implementation of innovations, including the study of the commercialization potential. The new
challenges also involve the use of artificial intelligence systems in the performance of processes that use personal
data. Therefore, it is important to determine what roles consortium members will play in personal data processing.
In this regard, the key role is personal data control, when one of the consortium members decides on the purposes
and methods of personal data processing. There may also be situations where each consortium member processes
personal data on its own, i.e., decides on the purposes and methods of the processing independently of the other
members. This constitutes separate personal data control. Transfers of personal data among separate data controllers
involve sharing of personal data, which must be done in accordance with the provisions of the GDPR, in particularly
with regard to the need to indicate the legal basis for such sharing. If consortium members jointly decide on the
purposes and methods of personal data processing, they act as joint data controllers. The role assigned to each entity
depends on the need to meet certain obligations under the data protection law.

Attention should be paid to the special obligations that may apply to the formation of international consortia.
If such formation involves the transfer of personal data to third countries, it is necessary to regulate the principles
and grounds for such transfer of personal data, in accordance with the provisions of Articles 44-49 of the GDPR.

If data processors acting under consortium agreements fail to comply with the obligations imposed on them
by the provisions of the GDPR, they are held legally liable. The scope and basis of the liability depends on the roles
of the data processors. If only one of them is considered a data controller or each of them is a separate data
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controller, they are independently liable to the supervisory authority and to the data subject. On the other hand, if
they are joint data controllers, their liability to the supervisory authority depends on the actual distribution of their
obligations and their failure to fulfill them, while their liability to the data subject is, in principle, joint and several.

Entities should establish and propetly regulate issues related to the protection of personal data as early as at the
start of their cooperation and in its course. This is required by applicable laws, but it also contributes to fostering
the principles and enhancing the protection of individuals’ privacy, which is particularly important in the context of
the continuous development of technology and innovation. It is also related to the increasing role of market players
in both the public and private sectors in terms of social responsibility and compliance. It can also influence the
growth of trust among science and business partners and stakeholders in the processes of the commercialization
and development of technologies. As Sheryl Sandberg said, the technology we have makes our lives easier, but what
makes our lives meaningful is what we do with that technology (Sandberg, 2018).
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